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A test of tfc# cipher machine disclosed the following* 
u. Speed* 

(i) The maximum mechanical speed of the machine, determined 
by depressing the erjse key repeatedly and as rapidly os possible* 
is 33 depressions per minute ■ 

(&) The maximum speed of encipherment or decipherment fcy 
an operator working os rapidly os- poseiule for a Sxort length of 
time* approximately five minutes* ie 30 letters per minute. 

(3) The average speed of encipherment or decipherment by 
an operator working in a mett ociical masnsr for a fairly long 
period, approximately 30 ainu tee, is 25 letters pc-r minute. This 
average is bused uoon the uctual encipherment and decipherment of 
1066 five-letter groups, equivalent to approximate ly 6000 letters. 

(<*) Comparative speed tests with Cipher lev ice i>94 and 
with the Division vie Id Code, using portions cf the euine text as 
above, shewed that the cipher machine is approximately twice as 
fast as tee !>94 device, but no fester then the Division Field 
Gods. 

(5) farther remarks on the subject of speed will be found 
under paragraph 2 j,.to d. , incl. 
j>. He liability . 

In generuL it may be said that the machine is quite reliable 
in operation, but the following mechanical failures were noted during 
the test* 

(l) ivhen the keyboard keys are allowed to coaie up slcsiy 
after depressing, the cipher wheel occasionally faile tc rotate 
and orient itself to its next correct position. This failure seems 
to be Caused by faulty action of the tope- stepping mechanism, and 
renders all subsequent text incorrect. In normal operation of the 
keyboard, however, this failure does not appear. 
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(2} Occasionally, the cipher wheel ie brought to a stop in 
• position slightly off that required to bring the contacts on the 
wheel in juxtaposition with those on the fixed discs between which 
it revolves. ..cen t'uie havens the lumps will fail to light and the 
cipher wheel oust be gives u slight push by hand iu order to estab- 
lish contact for lamp indication. 

(3) Unless the perforations in the keytape are accurately 
placed with respect tc the pins o? the key tape transmitter, there 
will be occasions when the transmitter pins will be set up for a 
permutation either act represented on the cipher wheel, or not 
correct with respect to the tape, .'hen this happens the cipher 
wheel, in the first case, ssiil not stop revolving, and in the 
second cace, will stop at on incorrect position, /-bile the first 
cose happened many times during the test, the second either did 
not happen, or if it did, remained unnoticed, at it involves 
only u single-letter error, 
c. ^curlty. 

Theoretically, the machine can be uted to produce cryptograms 
that are absolutely indecipherable without poesesaion cf the key- 
tape. This method of operation would require . the use of a key-tepe 
representing a randoc-sixed sequence coincident in length with the 
total length of the traffic to be enciphered. Such a aet-;cd would 
obviously involve great difficulties in practice with regard to 
the production, distribution end manipulation of key-tapes among 
the officee or organisations provided vsiib the machines. If sev- 
eral offices use the same key-tape and the latter is employed re- 
peatedly, ever# cith different initial points for different mes- 
sages, an accumulation of traffic that ie solvable without pos- 
session of the key-tape would undoubtedly result, and the system 
would net be cafe for use fcet,-&=eo the higher headquarters there 
communications secrecy For s:ore then a fes hours must be maintained. 
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2. The following coisaenis sre node: 

£• The pretest limitation on the speed of operation of the machine 
is imposed by the foot that the cipher wheel auct be displaced through 
irregular angular distances said brought to e step «t & precise spot, 
although it sight be possible to increase the speed of trie- displace* 
Sint, it would be accomplished most probably at the expense of { 1 ) 
eertainty of opsreiion { 2 } a ouch increased sear and tsar on the 
shorting-eteppin? r.eekouisE, ritfc cense-juent Lock o? continued ser- 
viceability# 

c, If a printing xechtiaiarc *c-re tilaeu to the sachiae, the speed of 
operation would undoubtedly be increased, but to t/nut ex .ent cannot 
be stated. --Jertoitily it would wot be very great because most of the 
tine lost in present operation is due to the necessity for waiting 
(a variable length of tine in each ecse) until the cipher wheel hue 
stepped to the proper position, ?hie delay -son Id s till intervene 
even if the entire operation fron depression ef & key to printing of 
the character ;v?re uutosetic, because it is an iuiicrent feature of the 
present cipher aecaaniss. 

If a printing sechacisE ie added, full advantage ought to be taken 
of ouch a feature by freeing it, if possible, of the indicated Limita- 
tions imposed by tfce cipher me chan ism. Dy removing these lira t at i era 
the speed cf operation could be incroi.oed to three or four times the 
present speed in enciphering or deciphering, 

A. .is acted in paragraph l o, the cryptographic security depends 
upon the use of individual, extremely long key-tapes. If uhe present 
model sere such that the speed requirements were easily fulfilled, 
and thus presented great advantages from the point of vies; of speeding 
up the cryptographic ope ret ionr, it should be possible to introduce cer- 
tain Ecdificaticnc which would reduce t© c asinisaisr the '■lisadv^nteg.s 
and difficulties of tape ^reduction, distribution, ;nd manipulation. 
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Thq sash modifications hare already suggested themselves* Bat it 
is believed that th* present design offer* little possibility for 
increasing the speed of operation to the necessary minimum, 60 char- 
acters par adnata; and it is safe to i ay that the desirable option#, 

200 to 250 characters per minute, could never be attained by a machine 
operating upon the present principle of an irregularly displaced 
cipher wheel. 

3. It should be borne in mind that the present development is to be regarded 
as representing the initial, experimental phases of a project to produce a 
safe, automatic, rapid cryptograph, if the first model thus produced presents 
defects and disadvantages this ia sot acre than might be expected in a field 
where many trials have been made by commercial interests with little or no 
success thus far, because so far as is knows, so automatic cipher machines 
are in actual service either is commercial or governmental offices anywhere* 
tfhile the model produced by the Laboratories represents a fine piece of en- 
gineering skill and mechanical workmanship, the defects and disadvantages 
pointed out above, especially in regard to speed of operation, are such as 
to lead to the following conclusions) 

a. the present model should be regarded as a mechanism resulting 
from preliminary experiments, and abov-gthe possibilities and -limita- 
tions of one type of design* 

b. In the belief that the limitations of the present model are 
serious and difficult if sot impossible to overcome ia a machine 
Intended for actual service where speed is an essential factor, the 

■? < two sample machines thus far produced should be set aside temporarily 

• V 

and further work on this type of design should be suspended* It may 
well be that in the near future special use can be found for this 
model, in offices where speed la not m essential factor ia secret 
communication s • 
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£* A different basic design should at onc« be studied, with a 
view to overcoming the limitations of the first design* 

4* Inasmuch as it seess advisable to change the basic design of the machine, 
serious coa side-ratios should be given to the possibilities of the scheme out- 
lined in the attached description (entitled •The Proposed Hew Cryptograph*) 
and accompanying photostat of a system bearing much resemblance to the present 
development but which, it is believed, offers much greater advantages then 
does the present model* Xt is believed that not only could the newly proposed 
system be operated as fast as a typist could manipulate a keyword, bat also 
the degree of cryptographic security afforded by the use of relatively short 
keytapes ty all communicants over a period of maty days would be sufficient 
for communications exchanged between even the? highest headquarters* In this 
way the difficulties of tape production and distribution would also be 
avoided* In fact, the advantages offered by the suggested new model, as set 
forth in the attached description^ are believed to be so great as to warrant the 
initiation of work on the production of such a aodel at the earliest possible 
moment* This is urgently recommended* This office oars furnish a machine 
which will, it Is believed, readily lend itself to modification for the pur- 
poses is mind* All that would be necessary would be to add to it the present 
key-tape transmitter, five magnets and associated wheel-stepping mechanisms 
consisting of simple levers acting directly upon the present cipher wheels* 

The modification suggested sight be accomplished in this manner within a short 
time and without difficulty* 

5* It is further recoaaended that if work on the proposed printing attachment 
has not yet been commenced, it be delayed until a model of the new type has 
been produced, as it may influence the design of the printing attachment* 
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TEE F&OPOSED H& CEXPTOCEAPE 

In Figure A, which is merely a diagrama&tic representation of the 
proposed nesr cryptograph, there are shown the following eluents all of which 
are well-known in the art applicable to aaodern cryptographs! 1, a standard 
typewriter keyboard provided with a set of 26 keys for closing a sot of 26 
contacts corresponding to the 26 letters of the alphabet} 2, a set of 26 
indicating device c which may take the form of magnets of a printing mechanists 
or of lights to indicate by illumination the equivalents resulting; from encipher- 
ment or decipherment} 3.* a set of five rotatable circuit changers constructed in 
the foras of cipher wheels mounted upon a eawaon .shaft and arranged in juxtaposi- 
tion to provide a large aeries of variable paths for the passage of akeetrio. cur- 
rents representing message characters, the exact path in each instance being 
determined by the relative rotators'- position of the whole set of cipher wheels 
at that instent} and 4, a tape transmitter of the typo employed in Baudot systems 
of printing telegraphy. In addition to these well known elements, there is shown 
a eat of five magnets, 5, and a connection changer, 6, the purpose of which will 
now be explained. 

In all the previous cryptographs based upon the use of rotatable cipher 
wheels of the type referred to above, and arranged as indicated, the means em- 
bodied in those cryptographs for changing the relative rotatory positions of the 
cipher wheel e are of a definite and predetermined character. For example, in 
Hebern, 0.2. Patent So* 1,633*072, the fixed character of the successive rotatory 
movements of the cipher wheels is explained in quite a detailed manner, and th® 
seme is true an regards similar cryptographs produced abroad. This invariability 
of motion produces, however, predictable relationships between the plain-text 
characters and the cipher eh;*rt,cters for my given initial arrangement of the 
cipher wheels. Thus, should the whole cryptograph, snc. cipher messages fall 
into the hands of unauthorized parties, the letter can place themselves in a 
position to decipher the message:; largely hs a result of the predetermined 
nature of the successive rotatory displacements of the cipher wheels. 
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The basic feature of the proposed new system is the substitution 
of a variable mechanise for displacing the cipher wheels for the fixed aech- 
aniaa referred to above, sad this is accomplished by stems of the tape trans- 
mitter, 4, and the set of five magnets, 5, controlled by the tape transmitter. 

Tape transmitter, 1, consists of the usual five movable contacts 
6 , 7, 3, 9 > Id, operated by a tape- bearing a aeries of perforations - corres- 
ponding to a random, unintelligible sequence of characters in the Baudot code. 

The perforations control the notion of the five contact aaabera, 6-10, which, 
in turn, control the action of the five magnets. 11, 12, 13, 14, 15, as ft set 
of elements operating in a parautatlve manner. The connection between tbs .as- 
sets, 11-15, ena circuit breakers, 6-10, is also subject to variation through 
the connection changer, 16, which is sialiar iw fora and function to that dis- 
closed in U.S. Patent 1,522,775 of January 13* 1925* For the setting shown at 
16 in Figure i, where conductor 17 is connected, through the switchboard 16, 
to conductor 23 by a plug; and jack arrangement, conductor 13, to conductor 22, 

and so on, the effect of the passage of Baudot character -t 4- would be to 

actuate magnets 12 and 11, respectively, equivalent to the Baudot character 

- f f • 

The magnets Hr to X5, control, respectively* the displacement in step-wise 
manner, of the cipher wheels 27 to 31, wad thus determine the rotatory positions 
of the five cipher wheels in oacipheraent or ueeipheraent. It is assumed nat- 
urally that correspondents oust be equipped with similar cryptographs, wired 
identically, and provided with identical key tapes for controlling the movements 
of the cipher wheels. The exact initial settings of the cipher wheels, the per- 
mutation set up at 16, and the initial point of action of the key tape must also 
be the saae between correspondents, and can be predetermined by agreement. 

The working arrangement aay be such that on the back stroke of any 

-/sa-. 

key of the keyboard, a contact^ controlled by & universal bar on the keyboard 
is closed, sod the circuit for operating the- tape step-forward magnet is closed. 

The next character on the tape is brought into play, the cipher-wheel usagnets, 

11 to 15, are operated and the cipher wheels are set to & now position for the 
encipherment (or decipherment) of the next character of the message. 
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Since the cipher equivalent for a letter depends upon the rotatory 
position of all five cipher wheels, and sine® this po?ition ip sut j ect to 
variability by ateans of the connection changer, 16, it is obvious that for 
the ®aae key tspe set at the same initial point the cipher resultants trill be 
different for each permutation 3©t up at 16* Again, with the sme permutation 
set up at 16, snd the s&se key tape, the cipher re-suit ants will be different 
for each different initial setting of the key tape. In addition to these 
sources of variability there are, of course, also those arising fro® changes 
in the initial settings of the cipher wheels, and their relative arrangement 
horizontally upon the shaft* thus, with but a single ley tape an enormous 
series of different encipherments of the same pi sin- text message can be pro- 
duced by changing the other variable factors embodied in thd system* 

In order to provide for equivalency between encipherment and decipher- 
ment, there must be interposed between the whole set of connections leading 
fro® the keyboard .and the whole set of connections leading, to the magnets of 
the printer {or lamps of the liphtbank) means for interchanging the connections 
to the left and the right fixed sequences of cipher wheels, 2? to 31* Figure B 
show? diagrammatic ally bow this aay be accomplished by means of a. plate, which, 
actuated by & sere;?, can be moved to establish one or the other set of connections 
as required for encipherment or decipherment * This scans is, however, not novel 
and already exists in at least one cryptograph already on the market* 

A vary important odvsntege which this syateia offers is that it will 
permit of using two key tape transmitters associated in an interacting relation ship, 
as in the original American Telegraph and Telephone Company’s Printing Telegraph 
Cipher System. Thus, by employing two keytape transmitters controlled by two 
relatively abort, circular tapes, say 100 and 99 characters in length, respectively, 
a resultant single key of 9900 elasents can b© brought into play to actuate the 
cipher wheels 27 to 31* A tape containing 100 Baudot characters is approximately 
10 inches in length, so that such tapes would involve very little difficulty in 
production, distribution and handling* Moreover, the mechanism of the cryptographic 
system is, in this case, such that- the fact that two interesting, revolving 
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key-tapes xra employed to produce a single resultant key does not, as in the 
/uaerican Telegraph and Telephone system, introduce any cryptographic weakness 
which can lead to solution of saeaaagss without the key. 
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Contacts a, b, c, and d (four of a set of 52 similar contacts) are 
all mounted upon the same plate which can be moved to' the left or to the 
right of neutral position shown. When plate is moved to right, contacts 
are made for enciphering; when moved to left, for deciphering. Thus, if 
in enciphering A (Plain) = Y (Cipher), then I (Cipher) = A (Plain) in de- 
ciphering. - 
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